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Robust Fault Detection in Open Loop vs. 

H.H. Niemann* 

Abstract 

The robustness aspects of fault detection and isola- 
tion (FDI) for uncertain systems will be considered in 
this paper. The FDI problem will be considered here 
in a standard problem formulation. The FDI design 
problem will be analyzed both in the case where the 
control input signal is considered as a known external 
input signal (open loop) and when the input signal is 
generated by a feedback controller. 

1 Introduction 

In [2], the combined setup for both feedback and 
fault detection filter design problem has been consid- 
ered, where a complete analysis of the combined feed- 
back controller/fault detection filter has been given 
for both nominal systems as well as for uncertain sys- 
tems. The results of this analysis is that there is a 
separation between the design of the feedback con- 
troller and the fault detection filter in the nominal 
case which does not exist in the uncertain case. The 
reason for this missing separation in the uncertain 
case is that there is a trade-off between performance 
in the feedback loop and performance for the fault 
detection filter. 

Another approach in fault detection is to  consider 
only the system without taking into account how the 
control signal is calculated. 

This setup has been considered in several papers, 
see e.g. [l] and the references therein. 

The m&in issue in this paper is to give an analysis 
of the FDI design problem both in the case when the 
relation between U and y is known and when it is not 
known. Nominal systems as well as uncertain systems 
will be considered. 
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2 Problem Formulation 
Consider the setup given in Figure 1. 

Figure 1: General setup for robust fault detection in 
open loop. 

The system G in Figure 1 has the following form: 

where z and y are the external output signal and 
the measurement output signal respectively. The in- 
puts are: external input w from the uncertain block 
A, disturbance input U ,  fault input signal f and the 
control input signal U ,  respectively. It will further 
be assumed that the perturbation block A is scaled 
such that ~ ~ A ( i u ) ~ ~  5 1,Vu and the scaling function 
is included in G. There is no assumption about the 
structure of A. Further, it is also assumed that all 
other relevant weight matrices are included in G. 
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The design problem is to design a FDI filter F(s )  
such that the estimation error e defined by 

(2) 
e = f - f  

= f - (F(S)Y - F(s)G,uu) 

is minimized in some sense. 

3 Nominal FDI Analysis 
In this case, the system in (1) takes the following 
form: 

Y = ( G,u G,f G,u ) f ( 1)  (3) 

The estimation error is then given by: 

eopen = (I - FG,f)f - FG,uv (4) 

It is apparent from (4) that it is not possible to 
make estimation of f if the disturbance v is in the 
same frequency range as the fault signal f is and has 
the same direction at the system. Hence, there is 
a trade-off between fault detection and disturbance 
attenuation . 

In the closed loop case, the control input signal U 

is given by 

where K ( s )  is a stabilizing feedback controller. The 
closed-loop system from (3) with (5) is then given by: 

U = K(s)y (5) 

where S = (I - G,,K)-l is an output sensitivity 
function. The fault estimation error e for the nominal 
closed-loop system is given by: 

eciosed = ( I  - FSG,f)f  - FSG,,v (7) 

The only difference between the estimation error 
for the open loop in (4) and for the closed loop in 
(7), is that the sensitivity function S is included in 
(7). So, if the filter in (7) is selected as Fclosed = 
Fopens-', we get exactly the same equation for the 
estimation error as in the open loop case. The open 
loop and the closed loop cases are equivalent in the 
nominal case. 

4 Uncertain FDI Analysis 

When the loop from z to w is closed by the uncer- 
tain block A, w = A z ,  the system in (1) takes the 

following form: 

where the matrices are: t?,, = G,,ASAG,, + G,,, 
Gyf = GVwASAG,f + G,f, = G,,ASAG,, + 
Gyu, and SA = (I - GzwA)-'.  

The estimation error is then given by: 

(9) 
eopen = ( I  - FG,f) f - FG!,,v 

- F G y w A S ~ G y U ~  
With the perturbation ldock present in the system, 

three additional terms aplpear in the equation for the 
estimation error, (9), compared to the nominal case. 

As in Section 3, the control input signal U is based 
on a feedback controller b'(s). Closing the loop in (8) 
with a feedback controller K ( s ) ,  we get the following 
system (with Gyv, G,f, and G,, as defined in (8)): 

The fault estimation error in the closed loop for un- 
certain systems is then given by: 

eclosed = ( I  - F!;G,f) f - FSGYvv 
where S = (I - GyUK)-'.  

The above equation for the fault detection error 
signal depends on the uncertainty in a rather compli- 
cated way in the general case. However, it can easily 
be seen that there will be a trade-off between FDI 
and control performance in nonpathological cases. 

5 Conclusion 
Fault detection in open loop vs. closed loop has been 
considered in this paper for both nominal systems as 
well as for uncertain systems. In the nominal case, 
there is in principle no difference between open loop 
and closed loop fault detection. This is not the case 
for uncertain systems. In this case, there is a trade off 
between good fault detection and good performance 
of the closed loop system. 
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